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Abstract—As the integration and deployment of Aurtificial
Intelligence (AI) solutions within the energy sector deepens, a
framework for testing of Al solutions becomes more critical toward
realizing trustworthy, sustainable, and resilient energy systems. This
paper presents the objectives, methodologies, and anticipated
outcomes of the EnergyGuard project, a large-scale Testing and
Experimentation Facility (TEF) for Al energy solutions.
EnergyGuard seeks to establish an open, scalable, and
environmentally sustainable infrastructure that enables innovators to
validate and accelerate the market entry of trustworthy Al solutions
across diverse energy scenarios. The project leverages a
combination of digital twins of energy facilities, state-of-the-art
high-performance computing, and experimentation environments
spanning the entire energy value chain—from renewable energy
sources and microgrids to transmission networks and hydrogen
technologies. Furthermore, EnergyGuard introduces a unified Al
risk assessment framework, fostering enhanced cybersecurity and
compliance with emerging Al regulatory landscapes. The TEF aims
not only to bridge the gap between Al research and commercial
deployment but also to support long-term sustainable operations
through a self-sufficient business model, providing subscription-
based access to integrated testing assets and professional support.
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L INTRODUCTION

With growing concerns about energy sustainability and
reliability, Al technologies have become critical to optimizing
energy management and utilization. However, widespread
adoption of Al solutions in the energy sector faces significant
challenges, including technical validation, cybersecurity, and
regulatory compliance [1]. At present, Al startups and
companies’ readiness to satisfy the growing market demand
for the desirable Al solutions remain noticeably low. The
explosive growth and escalating demand for Al models and
research contrast with the limited availability of robust,
mature Al products that have undergone rigorous testing and
experimentation This disparity is particularly significant
within the energy sector, where decision-making carries
substantial ~ financial, environmental, and  societal
implications, especially for systems that are part of a critical
infrastructure. The energy sector now stands as a prominent
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target for specialised attacks, ranking among the top three
most targeted industries globally. The advancement and
proliferation of smart grids and IoT meters increasingly
intertwine infrastructure with the Internet, potentially
exposing more vulnerabilities [2]. The current Russia-Ukraine
war has heightened risks, with an average of 10 cyberattacks
a day and the threat to energy organisations is anticipated to
escalate significantly in the upcoming years [3]. The
utilisation of immature and inefficient Al systems increases
vulnerability risks and the devastating impact. On 14/6/2023,
the EU Parliament established its negotiating stance on the Al
Act [4] with the goal of ensuring Al systems utilised within
the EU embody safety, transparency, traceability, fairness, and
environmental friendliness. In this context, the energy sector
must overcome a lack of trust in Al before the technology can
be effectively used to accelerate the energy transition. Putting
in place the foundations for trust in the Al solution providers,
the outputs of those solutions must be prioritised for the
Testing Experimentation Facilities (TEFs), fulfilling the
essential need for EU to ensure energy sustainability, security,
and affordability. To address these issues, the EnergyGuard
project as a Testing Experimentation Facility is setting up a
comprehensive platform that enables rigorous testing of Al
applications across diverse energy environments.

II. BACKGROUND

The global energy sector is undergoing a fundamental
transformation driven by the urgent need to transition towards
more sustainable, resilient, and digitally empowered systems.
This shift arises from environmental concerns, regulatory
pressures, and the evolving nature of energy markets
demanding greater flexibility, security, and efficiency.
Artificial Intelligence (AI) has emerged as a critical enabler of
this transformation, providing tools capable of optimizing
energy production, improving distribution networks,
forecasting energy consumption, and enhancing overall grid
resilience and security ([5], [6]). Despite its potential, Al
integration in the energy sector faces several substantial
challenges. These include the complexity of energy systems,
heterogeneous data standards, regulatory uncertainties,
cybersecurity vulnerabilities, and the high costs associated
with technology validation under real-world conditions [7].
Addressing these challenges requires dedicated infrastructures
capable of testing, validating, and scaling trustworthy Al

Authorized licensed use limited to: National Technical University of Athens (NTUA). Downloaded on September 17,2025 at 15:33:23 UTC from IEEE Xplore. Restrictions apply.



solutions in  realistic, controlled environments.Al
technologies, encompassing machine learning (ML), deep
learning, digital twins (DTs), Large Language Models
(LLMs), and Al agents and reinforcement learning, have seen
rapid advancements over the past decade. These tools allow
stakeholders within the energy sector to manage the increasing
complexity of modern smart grids and renewable energy
systems ([8]). Digital twins, specifically, offer powerful
mechanisms for simulating, monitoring, and optimizing
physical energy infrastructures in virtual environments. They
can reflect the current state, predict future performance, and
support decision-making by assessing the impact of different
operational strategies without incurring risks or costs
associated with direct experimentation ([9], [10]). The
integration of Al with renewable energy technologies further
facilitates enhanced forecasting accuracy, improved demand-
side management, and optimized integration of Distributed
Energy Resources (DERs). Notably, Al algorithms have
successfully reduced uncertainties related to intermittent
generation from sources such as wind and photovoltaic
systems, thereby improving overall system reliability and
economic efficiency [11]. However, deploying Al in critical
energy infrastructure necessitates addressing the issues of
trustworthiness and transparency. Trustworthy Al, as defined
by the European Commission’s High-Level Expert Group on
Al, incorporates ethics, explainability, transparency, and
accountability ([12]). This perspective aligns with broader
scholarly consensus emphasizing the need for rigorous testing
frameworks that enhance stakeholders’ confidence in Al-
driven decisions, particularly in contexts where errors may
have significant social, economic, or environmental
consequences ([13]). Previous research highlights various
challenges and opportunities regarding Al's role in
transforming energy systems. [6] provide an extensive review
of the integration of renewable energy sources into grids,
illustrating the critical role of advanced forecasting and
management systems empowered by Al. Moreover, recent
studies underline that Al-enabled digital twins substantially
enhance operational intelligence and predictive maintenance
within  energy infrastructures, significantly reducing
operational downtime and extending asset lifecycles ([9]).
Cybersecurity remains another critical concern as Al systems
become increasingly embedded in critical energy
infrastructures. Research by Smith [14] emphasizes that
enhancing cybersecurity in digitalized energy systems
requires robust testing environments capable of simulating
cyber-attacks and assessing the resilience of Al systems in
real-time conditions. Such environments facilitate proactive
detection and mitigation of threats, contributing significantly
to secure digital transitions.The establishment of Testing and
Experimentation Facilities (TEFs) has been identified as an
essential approach to overcome the aforementioned barriers.
TEFs provide controlled yet realistic environments for
validating Al solutions' performance, security, and
compliance  with  regulatory  requirements, thereby
accelerating their path toward market readiness. They
specifically advocate the importance of open-access facilities
capable of comprehensive experimentation across the energy
value chain to democratize innovation and facilitate cross-
sectoral collaboration.

Within this context, the present paper introduces
EnergyGuard, an innovative, large-scale Testing and
Experimentation Facility developed under the Horizon Europe
programme. EnergyGuard aims to enable rigorous

assessment, validation, and deployment of Al-powered energy
solutions in realistic conditions. This paper further elaborates
on the project’s methodological approach, anticipated
impacts, and strategic importance in promoting Europe’s
digital and green transitions.

III. METHODOLOGY

EnergyGuard aims to develop, kickstart and sustain an
open, green and robust Testing Experimentation Facility
operating under real-world conditions to empower innovators
in bringing trustworthy Al products to the energy market in a
costeffective manner. It integrates five significant European
large-scale testing and experimentation facilities that cover the
full energy value chain,supported by European’s greenest
HPC infrastructure (Meluxina [15]).The main objectives of
EnergyGuard are to:

e Develop and integrate multiple large-scale
testing facilities covering the entire energy value
chain.

e Utilize one of Europe's greenest High-
Performance Computing (HPC) infrastructure,
Meluxina, to support advanced computational
demands.

e Provide seamless access to digital twin
technologies from energy actors (suppliers,
DSOs, TSOs, energy agencies, and
communities), curated datasets, inference APIs,
and analytical tools.

e Create a standardized Acceptance Environment
for Al-driven energy solutions.

e Establish an open database for cybersecurity and
trustworthy Al assessments.

e Implement pilot cases demonstrating Al
applications in both the public and private sector.

e Formulate a sustainable business model ensuring
the facility's long-term operation.

EnergyGuard adopts a multi-dimensional methodological
approach to address existing gaps in validating Al
technologies, focusing on real-world applicability, scalability,
interoperability,  trustworthiness, and  sustainability.
Specifically, the project follows a structured approach
comprising:

e Integration of Multiple Large Scale Facilities :
EnergyGuard unites five leading European
experimental facilities representing critical
aspects of the energy sector. These facilities
collectively span the full energy value chain,
thereby allowing innovators to conduct
comprehensive, real-world experiments within
one unified environment.

e Digital Twins and Simulation Environments:
Central to EnergyGuard is the use of advanced
digital twin (DT) technologies, which provide
virtual representations of physical energy
systems. These digital twins simulate operational
conditions, system behaviors, and interactions
across multiple energy assets and infrastructures.
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High-Performance Computing (HPC)
Infrastructure: Leveraging Europe's greenest
HPC infrastructure (Meluxina), EnergyGuard
ensures  that  computationally  intensive
simulations and AI model training are both
environmentally sustainable and capable of
handling significant data volumes.

Standardized AI Testing and Experimentation
Protocols: EnergyGuard implements rigorous

protocols  for  testing, validation, and
benchmarking of Al models. These protocols
emphasize the reproducibility of results,

comparison across different technologies, and
comprehensive performance evaluation metrics.

EnergyGuard Facility providers

e Sustainable Operation Model: EnergyGuard
incorporates a sustainable operational model,
aiming for long-term viability. This includes
market-driven subscription models, structured
user engagement, and support mechanisms for
innovators and industry stakeholders.

Figure 1 illustrates the conceptual high-level architecture
that showcases how EnergyGuard integrate these facilities for
providing Al developers/technology providers with support to
develop and test their Al solutions.

A. EnergyGuard Data services

This is the bottom layer responsible for feeding real-world
data into the EnergyGuard platform digital twins. It includes a
data curation and anonymisation module responsible for
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Fig 1.EnergyGuard High Level Overview

The project integrates systematic Al risk
assessment methodologies, including
cybersecurity testing, ethical compliance checks,
and explainability analysis, thereby ensuring Al
technologies meet stringent regulatory and
ethical standards.

Pilot Case Demonstrations: Practical validation
is ensured through five targeted pilot use cases
involving private and public sector stakeholders,
reflecting realistic conditions and demonstrating
tangible impacts and feasibility.

safeguard the data privacy as well as to optimise the required
resources for the data services by removing unnecessary data
and features from the rest of the pipeline. Implementation
tools to be utilised include ARX data anonymisation tool [16],
UTD Anonymization Toolbox, which provides a data-
structure  agnostic and flexible tool for real-time
anonymisation of sensitive data. The Semantic Enrichment
and Harmonisation module is the point of the architecture
where semantics and metadata are added to the original data
sets. Persistence and data preparation are also considered part
of this layer, as the choice of internal data representation
formats. The semantic enrichment will be based on an
EnergyGuard Ontology, which vastly serves data
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interoperability by ensuring that all data processed by the
system adheres to the same standards of semantics based on a
common set of terms, concepts and relations across different
data sources as well as the interoperability with European Data
Spaces and data services from European AI-On-Demand
platform [17]. A collection of vocabularies, structured as
foundational ontologies, will be developed or expanded upon
based on existing initiatives such as CIM, SAREF, Open
Energy Ontology (OEO), OpenADR, OCCP, OntoWind, or
the Semantic Sensor Network (SSN), Brick, Haystack,
SSN/SOSA, RESPOND ontologies. The ingested data are
inserted in the EnergyGuard’s data lake using a distributed
data warehouse solution (e.g., Databricks, Minio with Trino,
SnowFlake). Real and near real-time data are to be ingested
using a stream-processing platform (e.g., Apache Kafka,
Apache Storm). The Intelligent Querying engine is used by
the end users for connecting their experiments with data from
EnergyGuard and the EU ecosystem (e.g. DIHs and European
Data spaces such as ENERSHARE [18] and AIOD assets).
The data retrieval is performed by utilising a high-
performance distributed query execution engine, such as
Presto or Trino.

B. EnergyGuard AI Development Testing Sandbox

The architecture’ middle tier is the EnergyGuard
platform’s core and it provides a secure testing programming
environment that allows Al developers to experiment, tweak,
test, enhance and improve the efficiency of their Al code and
services in an automated AutoML manner. It includes a
coordinated set of methods and tools that will enable the
creation of multi-fidelity analytical models and the serving of
the generated models to the different energy applications. It
has access to the semantically enriched data already ingested
in the EnergyGuard platform and allows a customisable
orchestration of different algorithms and technologies that will
be used by the resulting models. It will include an Al
Experiment pipeline that will enable the end-user to setup any
necessary pipeline for the feature engineering, training,
inference or other type of code execution in a monitored and
automated manner. The core component is a service execution
handler, which encapsulates the definition of multiple
analytical services that are used to retrieve data and services
from EnergyGuard data services and EnergyGuard DTs and
validate and train AI models, and then to use the trained
models to perform inference and generate forecasts and
optimisation outcomes. Therefore, it orchestrates the entire
lifecycle of the execution of the analytical pipelines, from
accepting the execution requests and input arguments, to
triggering the execution of the analysis and finally serving the
results. The pipeline creation should be based on the Al-on-
Demand (AIOD) Graphene tool / Al builder tool [17] in
coordination with open-source tools like Apache Airflow,
Prefect and Dagster and will allow the users to easily create
and execute any potential test scenario following the Design,
Build, Test and Learn paradigm.The Al development sandbox
should provide seamless access to all assets (data, models,
inference APIs, SaaS APIs and end-user applications and
dashboards) offered by the EnergyGuard’s DT (DT of a
Transmission Network, a microgrid DT, a Hydrogen Testing
DT, DT for energy efficiency of Buildings and a DT for local
Energy Community). This should allow the end-user to co-
create services based on the real-world assets from the digital
twins that are being fed real-time by the infrastructure of the
energy providers. Lastly, in the code execution module, users
will be able to execute any other general-purpose code and

include it in the Al pipeline execution of the EnergyGuard
development sandbox environment.

C. HPC resources Management

The workflow experiment defined in the development
sandbox can be executed on the EnergyGuard HPC layer
based on Meluxina. This layer will be responsible for the
execution of any computation planned within the
EnergyGuard models utilising HPC. This includes an
estimation of demand on HPC resources as well as
management and configuration of HPC resources based on
previous estimation. Computation jobs will include all the
jobs about model feature engineering, training, evaluation,
validation and inference.

D. EnergyGuard Acceptance Environment and Regulatory
Sandbox

Once the experimental Al service has been deployed from
the EnergyGuard development environment, it can be pushed
into the acceptance environment that acts also as a regulatory
sandbox under the supervision by National Authorities, legal
and ethics experts from the European ecosystem. This
environment serves as a controlled setting where Al
innovations can be tested, evaluated, and refined without the
immediate risks and repercussions of real-world deployment.
By mimicking real-world scenarios within a restricted
boundary, they provide developers and organisations a safe
space to understand potential pitfalls, biases, or inaccuracies
inherent in their systems. From a regulatory perspective, it
intends to allow regulators to closely observe Al behaviours,
ensuring that they align with ethical standards and societal
values before wider adoption. They foster a collaborative
approach between innovators and regulators, ensuring Al
technologies are not only groundbreaking but also trusted and
reliable. More specifically it includes the following
components: (1) A testing metrics and experiment module will
provide a dashboard that will summarise testing metrics and
analysis of the experiments conducted by the end-user that
will include a wide range of metrics, including criteria set by
the end-user, such as ML performance metrics (F1-score,
ROC, etc.), environmental metrics like GHG emissions,
energy efficiency / saving metrics, maintenance metrics
(MTTR, FCRR, cost per IT troubleshooting ticket), as well as
business and economic metrics such as SAIDI, SAIFI,
increase of lifetime, reduction of reverse power flow,
reduction of failures. From a methodological perspective,
models across all European TEF sites will be evaluated to
ensure robustness and generalizability. Additional sites and
data sources from all across Europe (models from AIOD,
Energy Data Spaces and existing Al energy projects and
initiatives) and ensemble methods will be utilised to increase
the data diversity and augmentation. EnergyGuard intends to
ensure data collection encompasses a wide range of conditions
and scenarios. This includes collecting data from different
geographic locations, various types of energy sources (wind,
solar, hydro), and under different environmental conditions.
Data augmentation techniques will be employed to artificially
increase the diversity of the training datasets. Additionally, a
benchmarking framework with standardized metrics will be
used to consistently evaluate model performance. Out-of-
sample testing and benchmarking against multiple datasets
from different sites will be standard practices to ensure models
generalize well. This will include using holdout datasets from
different geographic locations and conditions.
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Legal, ethics and energy experts can collaborate with the
end-users for the definition of the appropriate metrics that will
include vertical metrics as well as specific metrics customised
for each application. This environment should also enable
users to perform automatic code quality checks and inform the
user of the results, using state-of-the-art tools including both
AI/LLMs and standard code check mechanisms like
SonarQube, Codacy, Embold, Deepsource. = Automated
security tests and vulnerability scanning will be performed on
the code pushed to the acceptance environment using a variety
of frameworks testing frameworks such as Wazuh, Selenium,
Locust, Travis CI, Jenkins and Bamboo and Kali Linux will
be used for penetration testing and ethical hacking. The user
will be notified about the results of these scans. Moreover, the
environment should provide the possibility for ALTAI and
Regulations and Compliance check: A thorough manual check
should be performed in terms of Al ethics and regulations by
both the end-user and the supervising users. This includes
filling the self-assessment ALTAI questionnaire that will be
mentored and revised by EnergyGuard supervising legal and
ethics experts. Moreover, a Common Al Risks database for
energy sector in sync with ALTAI categories will be setup to
assist users in identifying common risks and risk patterns for
real-world applications in the energy sector. This can
significantly assist users with filling the ALTAI questionnaire
as well as complying to current and future regulatory
frameworks including the AI act. With a centralised list of
publicly disclosed Al risks for specifically the energy sector,
organisations can easily refer to EnergyGuard Common Al
Risks database to understand if they are at risk and what
vulnerabilities have been identified in the Al solution they
have identified and will adhere to all requirements
(robustness, safety, privacy, transparency, diversity,
accountability). Lastly if the Al experimental service is
approved by the EnergyGuard supervising experts, the service
can receive a trustmark that indicates the higher level of trust
for this particular asset / version. Any potential major change
in the codebase will require new certification. The models
integrated in the DTs will also be validated by users using the
trustmark services in order to increase the transparency of the
TEF and also detect the changes of models. The digital
signature service initially will be based on planned trustmark
services planned to be implemented in AIOD project. The
energy cost of the EnergyGuard platform and its services will
also be evaluated and monitored.

E. End-user Dashboard

The end-user dashboard provides a user-friendly interface
to the EnergyGuard services and management consoles. More
specifically it comprises of the following modules:

e Experiment Application Submission: From this
module the user can make an experimental Al energy
service submission by filling an application form.
The form includes information about the product, by
explaining the energy domain / market in which the
product operates in and what problem the product
aims to solve, the user journey, the innovation, the
technologies, risks, duration of the test, strategy and
so on. Once the application is approved, the end-user
will have access to the rest of EnergyGuard services.

e Subscription/payment  info and  gateways,
Cost/Emission calculators:  This includes all
necessary subscription, and payment mechanisms
based on the plan selected by the user as well as the

utilisation of resources. Two calculators should
inform the user about the estimated costs and CO2
emissions.

e  Documentation/ Support. Any relevant information ,
tutorial, and guidance regarding the use of the
platform.

EnergyGuard acknowledges the main aim of the Al Act to
safeguard the safety and fundamental rights of users and to
support the uptake of trustworthy Al by boosting consumer
trust in Al applications. In particular, SMEs and start-ups at
the core of the EnergyGuard project, which relies on co-design
and co-creation to design, develop, and deploy an innovative,
open, green and robust Al Testing Experimentation Facility to
support Al developers and different energy end-users (such as
DSOs, TSOs, building managers, REC managers) to bring
trustworthy Al solutions to the energy market more
efficiently, and facilitate its uptake in EU. Furthermore,
EnergyGuard aims to develop Al solutions not only targeting
electric grids, but all energy vectors, in a first of its kind
application in different domains, particularly for the hydrogen
sector. This facility intends to cover the full energy value
chain by integrating a selected set of renowned, existing large-
scale European physical and virtual facilities. Each of these
facilities contributes specialised expertise, infrastructure, and
is targeted at EPES stakeholders from the entire value chain.

IV. CONCLUSION AND NEXT STEPS

EnergyGuard is expected to have significant impact on
multiple aspects:

A. An out-of-the-box solution for testing Al solutions for
energy Sector

EnergyGuard offers a large-scale reference testing and
experimentation facility (TEF) with a combination of
physical and virtual facilities, in which technology providers
can get support to test their latest Al-based software and
hardware technologies in operational environments. One of
the main challenges concerning the training and validation of
market-ready Al models for the energy sector is the need for
economical access to ground truth observations taken under
real world conditions. Technology providers need to
vigorously test and validate their software and hardware that
according to Ethics Guidelines for Trustworthy Artificial
Intelligence are lawful, ethical and robust. By leveraging the
vast EU resources. EnergyGuard aims to assist users to make
their products compliant and market ready by offering a
comprehensive Al testing development environment and
acceptance environment that is integrated with 5 large-scale
facilities covering the full energy value chain from generation
to transmission to consumption offering testing opportunities
for a vast spectrum of Al applications and technology
providers to uptake the platform and enrich the EU ecosystem
including AIOD with re-usable assets and scientific
publications.

B. Compliance-check and validation of Al solutions

The EnergyGuard TEF is designed to fully address user
needs, providing flexible and easy access to experimentation
facilities. This is achieved through configured services and
that offer a wide range of testing and validation features.
These features include comprehensive testing analysis,
quality checks, vulnerability and security analysis, ALTAI
compliance, documentation, and a ticket management system
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for support. The Development Testing Sandbox should be
developed in a modular and flexible way to accommodate any
Al framework. It aims to allow users complete control to
create Al pipelines and execute potential test scenarios with
real-world data. This capability extends both nationally and
internationally, facilitated by the DTs and services in a
containerised manner. This approach aims to resolve any
potential problems or biases in their applications and enhance
their Al solutions. Additionally, through the Acceptance
Environment and Regulatory Sandbox, as well as the
Common Risk Database, the EnergyGuard TEF intends to
guide users in identifying specific ethical, legal, or
cybersecurity issues. This will be achieved through
automated quality and security tests, supplemented by
validation from external experts. Legal entities and
policymakers can directly utilise these insights and view
demonstrations of the solutions to support their efforts in
setting up regulatory sandboxes. They can also cost-
effectively detect and manage issues arising from specific
legislation or initiatives. Furthermore, investors can receive
demonstrations of these solutions and validation results to de-
risk their investments in Al products.

C. Innovation Acceleration

EnergyGuard aims to speed up adoption (from early-adoption
to upscaling) of new digital technologies in the energy sector
for the benefit of the energy transition. Reduction in costs for
testing Al solutions in real-world conditions will significantly
decrease the time needed to enhance and thoroughly validate
Al products for market readiness. This takes advantage of the
economies of scale offered by EnergyGuard TEFs.
Furthermore, the readily available ethical and legal insights
provided by the EnergyGuard TEF intends to enable
technology developers to speed up the process by making
their products robust and resilient, while leveraging existing
tools and services from the EU ecosystem. The development
testing environment allows for setting up testing jobs
throughout the entire lifecycle of products. This approach not
only reduces time to market for Al products but also enables
continuous monitoring and improvement with each new
feature introduction, which may necessitate a new testing
cycle. This is expected to further boost the upscaling of
trustworthy Al products and build greater confidence in novel
Al products in the energy sector thus further leading to
enhanced grid management and reliability, RES management
and optimisation, new ways for clean energy, improving the
value of the energy produced and reduction in carbon
footprint. Consequently, EnergyGuard intends to foster a
widespread uptake of trustworthy AI across Europe and
bridge the gap between the lab and the market.

D. Increased cyber-security and resilience of the energy
systems

EnergyGuard addresses users’ need to test the trustworthiness
of their Al products under real-world conditions, ensuring
they are robust, resilient, and cybersecure and compliant with
existing EU regulations and national laws. The Al
development testing sandbox offers users to experiment and
enhance the cybersecurity of their products under different
scenarios while the acceptance environment offers a
comprehensive set of cybersecurity, resilience and
trustworthy assessment tests and checks from both internal

and automated mechanisms as well as external parties and
experts. Towards this direction the common AI Risks
database for the energy sector aims to assist developers and
policymakers in identifying common risks and risk patterns
for real-world Al applications in similar fashion to the CVE,
CWE databases, while also empowering EPES stakeholders
and policy makers to defend critical infrastructure including
energy systems, grids and storage. As such EnergyGuard
intends to contribute to fostering marketplaces including
AIOD with trustworthy, resilient and cybersecure
applications.

E. Availability, reduced cost and improved efficiency of
disruptive sustainable renewable energy systems

Access to the five large-scale facilities of the EnergyGuard
TEF, coupled with its cost-effective environment for testing
Al experiments and products, will lead to widespread
proliferation and adoption of trustworthy Al solutions. These
advancements will unlock significant optimisations across the
entire energy value chain. This includes improvements in
predictions, increased flexibility, extended asset lifetimes,
reduced operations and maintenance (O&M) costs, lower
disaster-related expenses, and reductions in both operational
expenditure (OPEX) and capital expenditure (CAPEX).
Furthermore, for the first time, users have easy access to real-
world data that were traditionally confined within the silos of
individual virtual and physical facilities, paving the way for
groundbreaking insights. These disruptive opportunities are
encompassed within the five use cases of the project. These
include optimal Al integration and management of
electrolysers for hydrogen production within renewable
energy source (RES) installations (PV, Wind, Hydro), thereby
greatly contributing to the acceleration of replacing fossil-
based energy technologies.

V. FUTURE WORK

Looking forward, several key steps are planned to further
strengthen EnergyGuard's impact and sustainability:

1.  Expansion of TEF Experiments:

Future efforts will scale the current pilot scenarios and
introduce additional test experiments cases, increasing the
range of conditions under which Al systems can be evaluated.
This will enhance the generalizability and robustness of
validated technologies.

2. Enhancement of Digital Twin Capabilities:

Continuous updates to the digital twin infrastructure will
integrate more sophisticated Al capabilities, real-time data
analytics, and dynamic interoperability features. This will
improve accuracy, response time, and user experience for
innovators accessing the TEF.

3. Deepening Industry and Regulatory Engagement:

EnergyGuard aims to strengthen collaboration with
industry stakeholders, regulators, and policy-makers,
facilitating the establishment of a unified European regulatory
sandbox. This approach intends to foster regulatory clarity and
streamline compliance processes for emerging Al applications
in the energy sector.

4.  Development of an Al Knowledge Hub:

The establishment of a centralized knowledge-sharing
platform is envisioned to disseminate best practices, validated
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models, datasets, and standards for Al applications in energy
systems. Such a hub intends to accelerate knowledge transfer
and capacity-building among researchers, developers,
industry professionals, and policymakers.

5. Sustainability and Commercialization Strategy
Refinement: Continued refinement of EnergyGuard's
subscription-based operational model and the integration of
additional market-oriented services intends to secure long-
term financial sustainability. Active outreach and tailored
support packages for start-ups, SMEs, and research
institutions will encourage broad participation and economic
viability.

In summary, the future trajectory of EnergyGuard
emphasizes continuous technological refinement, enhanced
collaboration, regulatory engagement, and sustainable
operation. These strategic priorities ensure that EnergyGuard
remains a pivotal enabler of Europe's transition towards
intelligent, resilient, and sustainable energy systems powered
by trustworthy Al technologies.

MATCH & CONTRIBUTION

This contribution aligns well with the theme of the ICE
IEEE 2025 conference on "Al-driven Industrial
Transformation: Digital Leadership in Technology,
Engineering, Innovation & Entrepreneurship”. The paper
presents a comprehensive framework for managing and
mitigating the risks that is entailed within the plethora of Al
applications for the energy industry. By providing users a
testing facility, companies and especially SMEs and startups,
can bring their product faster to the market with confidence
and thus accelerating innovation and entrepreneurship. This
contribution addresses the conference's focus on addressing
the management of emerging technology (AI) to foster
innovation and entrepreneurship, making it a relevant and
valuable addition to the conference proceedings.
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